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Password Cracking: Basics

ÅSystem stores hashƻŦ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘ

ÅAuthentication works by hashing user input 
and comparing result with stored hash

ÅPassword Cracking works exactly the same
ï¢Ǌȅ ŘƛŦŦŜǊŜƴǘ ǇŀǎǎǿƻǊŘǎ ŀƴŘ ŜǾŜƴǘǳŀƭƭȅ ȅƻǳΩƭƭ ŦƛƴŘ 

the correct one



Password Cracking: Trends

Changes in past five years:

ÅζSaltingηused to avoid pre-computations

Å(Much) Stronger cryptography is used

ÅPassword cracking became much slower

What can be done?
ÅContinue research

ÅIncrease password recovery speed



Password Recovery: How to do it Faster?

ωFree for End-Users

ωLimited speedup (10-20%)

ωNeed to re-optimize for every new CPU

Software 
Optimization

ωExpensive devices

ω²ƻƴΩǘ ǿƻǊƪ ǿƛǘƘ ǎƻŦǘǿŀǊŜ ŦǊƻƳ ƻǘƘŜǊ ǾŜƴŘƻǊǎ

ωNot very cost-effective

Special 
Hardware

ωHardware already installed in many computers

ωCost-effective

ωCompatible with software from different vendors

ωCan be used for other applications

Common 
Hardware



GPU: Two Worlds

NVIDIA ATI

Name CUDA CAL

First public beta Feb 2007 Mar 2008

Minimum hardware GeForce 8 HD 2X00

High-level language C/C++ (NVCC) C/C++ 
(Brook+)

Intermediate language PTX IL

Low-level language No ForR600 only


